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M2 (FOREWORD)
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pS I

EEES
A= HLHSOILED QURITL TIYS 012 olsf RTHoL kIS, Ae) 14l EHE, SE0ILL B 27, 9 Tlshol BT 24 S| 2/230) CS
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TIeio] 212 ARLE HOILFT| PIBHAE AFES TI5H HI3AIE MBSHD, H3RE 27 £ IO, 0152 K4 BLIEZsHOF
BLICE 2HIE CHet IS 2 TAE M3AIZ 0L ME5tD 22i5iD BLIEIZE HOIX), &, OIS T 2E ANHQl 223 o)
ITots Of3f5ka EOILITHOF SH=THRILICE,

2 NFe S5 YREYLTOL DIZEYLTTE M LSWA| V2| D20| IH OHKIRSLICL £ NS RSO SUIS BRS U5
ADE HAISHS Ol SHS £ UCH, K= TILS0l XM 21U ORstIA & 1 2 KE0| £20| E 4 AUS Holak SHAIEHIC

EtO}2t HIO|H| A (Tamara Davies)
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1. M2(INTRODUCTION)
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LIH Yol w2t ol2ft 22T TS FH5HD UL 01 ASHOID NTIRS RN SR 21U H3X 223 TS0
HBtoll SIEOE HSED YLk MRS HM5H| 95t FTIHQR FHEIO{OF BT,

RI3R: 20| ZT15HH| © Clolls Y2fet 201S0] UsULE M2 7140] BHE0IH 22 BRI AR AS IES STiE + 9= 11552
NSO HZELL: R0l £2 A2 USIHOS EAIR AT HofF Sl0f LI TH5 50l £2 1) SIHE =ADF A AT
CHEUCE Cr2 Aw_l B2, BUAS LT ASHAE HIS Uk, HOrO| ARESH T2AA, HEH 120 et B4l TSI ofTios
Of24), HALRIE, N3 H2NE BRE st B LALILL

201611 | ZAO LHE R ZANO FOI5+ TS ZHAl 22 2675 5 40% TF A14I0] 5T Q= F/0| £/8 & 21 2|27} 1L FHE

— oo

ZT5Hs EMELD EHEiSLICE O/S2 2[4 3 Z7H0] 1A 2 0|22 9 XIE(55%), F3AFLS 7 ZTH54%), 11Z9 77 &l Z7H51%)

1 http://www.fcpablog.com/blog/2016/2/19/heres-our-new-top-ten-list-with-vimpelcom-landing-sixth.ntm! [accessed 20" June 2016]
2 The Year of Global Expansion and Enforcement: 2016 Anti-Bribery and Corruption Benchmarking Report (Kroll and Ethisphere, 2016), p.11 and p.14.
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Chapter 1: Introduction
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FAGHL ASULE M7ZE= 710 MHIAE MSsHHL, 116S tHelst= Atz Folk|= & IS0 1o H 0158 & S&52=
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ULk

= i S 2EA| & (FCPA) - O]= SHRISIHEEAIH (FCPA)2 MIBAILE STHAXE S5t 2Iiist A2 AZE £
UEULE & ZOJAFTHFI3REEL 3ilA FCPA EH0f| CHst 7|49 @AF & BIAL 24 J0f At2bX|:= W OFgLCE
==

=22 BOIFHCINE SHE 7I240ILE THRION MI3RHS! SIRLI0l CHSH 2T UACHH BTl MU & 2 ‘RAHE xe pois
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QL= AEHOIA FIBKIOIH LSS AZSHe R SIwIol SHTRILICL QURI'2He THO{Oll= OIAIEIQI oI T} “NOIEQl DAt
o0 [T} UAHEI0] Q& UITE STHRIHONS BRI THEU L CHIRINIT SIS 4 U&LICE TS, 71240ILE THOIE OfLiz} RI3KIet

SHYH = FCPA 2fEHel MQlS et 4= GlELCh

0|= SHRALTH LRI (FCPA) X1 (O1= HRE, 2012. 1), pp. 21-23°

http://cache.olympusamerica.com/static/msg_section/documents/2016/Foreign-Corrupt-Practices-Act---OLA-Deferred-Prosecution-Agreement.pdf [accessed: 21 June 2016].

http://blogs.wsj.com/corruption-currents/2010/11/04/panalpina-settlements-announced-with-2365-million-in-penalties/ [accessed: 20th June 2016).

https://www.wilmerhale.com/pages/publicationsandnewsdetail.aspx?NewsPubld=95919 [accessed: 20th June 2016].
https://www.sec.gov/news/press/2010/2010-110.htm [accessed: 20th June 2016).
https://www.sfo.gov.uk/2015/11/30/sfo-agrees-first-uk-dpa-with-standard-bank/ [accessed: 20th June 2016].

http://www.fcpablog.com/blog/2016/2/19/heres-our-new-top-ten-list-with-vimpelcom-landing-sixth.html [accessed: 20th June 2016].

© o N o o b~ w

https://www.justice.gov/criminal-fraud/fcpa-guidance [accessed: 20th June 2016].
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2. RS 8t =M
(THE ENABLING ENVIRONMENT)

HI3At HE4a 2|23 5 HES| AlsH| sz, 110l BIEA| XA 2 M S JF0{0F ot 1, L5t M3AE 25| |8k 712

L Hof| &S X0 2ok BHLICE

4

2 27199 M3A #2/0) =20| He M T JEE EEACRE AHgLTH

2.1 NHj7= Y HHMO|| ik QX (Governance and commitment to integrity)

HI3AHS0| E==slioF & =2 FE #80| 870l lst= BUE Edsh= Hloll FAIst AR MI3AS O H F01X= eHY, 719l AZSE2
M AMRISS 231 SR ZEUITE WakA ol2fst Fokst 1Y 230l HE 4 2237 2hleh &= USLICE M3AE HSWA| Hal= 7K,
—I I:I

% 2518 HIZOR B o3 W W+ YBLIC

I"|>|

o A
=
3

[t

ST fol
iy
o
L
o
>
o0
il
rr
o
o
o
on
o
4>
MY
10
[
:L
i
>
@
>
4

O
T rlﬂ
"
Mo

0% 0 Mo mo
ie)
o
ul
ie)
>
fon
rr
idl
vl
Iz
Bl
>
=
rO
e
rn
o
[>
]
i
E
JO
g'ﬂ
[
_l"_-'
>
]
igal
rLI

L

>
e
1>
20
iy
o4
=OlI:l
°
!
T
Il

=

EESH MI3A 2
AALRF 2219

o

= Ust BYZRIQ 9JX|(tone from the top)7F HEFEIZ|O{OF SHLICE OJANS] & 19| HAZI2 Z8 T2 WS Edi, MI3At0f tist
2 7Y LSO B=stHME UAEsHH M Eehor gl

01>|
0?..
mjo
=
w
el
0

CHSt 9| Xl(Governance and commitment to integrity) - 2 O[3l HIOt

2: 19| FAXIO| M3AF 2 H 2| FZAE AR st WS HILLeE ALY HFUHOlMO|

Transparency International | Managing third party risk: Only as strong as your weakest link



Chapter 2: The enabling environment

2.2 k244 dR| H2E st == S3H Organising for anti-bribery management)
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22| A £ 7Y 2ATE 2 107HKIZ2 21 QO H AZED} MBR 392 S5 A,
HE Z=H IH29 ZEHO|A O] B|ATE 1Moty Tl%u%ul—lu

QIEIR, 19| ZY &2|xt

10 PwC and the MIT Forum for Supply Chain Innovation: Making the right risk decisions to strengthen operations performance (PwC, 2013), p.10.
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Z 2 (An integrated approach) - 2 0|34 Hiot
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Chapter 2: The enabling environment

2.3 #H W A2 @M (Building trust in your relationships)
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https://www.diageo.com/Lists/Resources/Attachments/773/PwS_EN_LowRes_v2.3_0Oct12.pdf [accessed 20" June 2016]
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3. M3t k| Z LAl A
(THE THIRD PARTY ANTI-BRIBERY FRAMEWORK)
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QoI F&, 7M ZAL 23S, MI3AE = UL, =2 0M MBI, OF K250 HAS| HiX[E Q=
RIS HIRSH 222 WAOR 4018 THME & Y&LICE”
I2HO| AEGIRATIHA Viewpoint(PwC, 2015)
3.1 Al¥(Identification)
2= 4. 2= NI3ALS| mbef
SE HI3ALE mots SSot, ARdH, 2 WA MM U BEIEX BE HE U 21 23 £ 2|A3 S M3 st 2t
HEE 47, 2 BBEUC
H%##% SNOZ S & U= HAE S| AsiM, 711P2 M3A HHS st meteior stLCh At 7 2 20 et 715t
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0 QUCHn BHUCE? U2 7YS2 0l0] ZEHEQI HEE ERotl AT TR 1EE2 f 120 2HE W QU= MBAS =2 Hefo|
TotstA| &otid UEULE ESH M3AS0 tist §EE BRSHD UH2te 0 HETH SE5HA| 10 MAESHA| FeH AAA0[X| t&LU
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o MHIA ZZHHM(ER. %E.“?; g, 23, RAEF, 1)
o EgYHl/st=gAt
o  ERH|AE
o OHIE & TWOHSTH A
o M| EE= HIAFCHRHESA
o EFSHE
12 Kroll and Ethisphere, 2016, p.7.
13 In this guidance we do not treat subsidiaries as ‘third parties’ because, as controlled entities, subsidiaries should be subject to the company’s anti-bribery
programme.
See Business Principles for Countering Bribery (Transparency International,2013), p.8.
14 Good Practice Guidelines on Conducting Third Party Due Diligence (Geneva: WEF, 2013) contains descriptions of each of the types of third parties listed here.
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15 https://www.sec.gov/spotlight/fcpa/fcpa-resource-guide.pdf [accessed 20™ June 2016).
16 There may also be certain instances where you cannot engage a third party due to other legal restrictions, such as sanctions.
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17 Diagnosing Bribery Risk (Transparency International UK, 2013), p.12
http://www.transparency.org.uk/our-work/publications/10-publications/678-diagnosing-bribery-risk [accessed 20" June 2016].
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18 OECD Foreign Bribery Report: An Analysis of the Crime of Bribery of Foreign Public Officials (OECD, 2014), p.8.
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3.4 &AH(Due diligence)
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3.6 &2](Management)
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3.6.2 2 U M2 & 'E(Advice and speak-up channels)
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Chapter 3: The third party anti-bribery framework

3.6.3 AFH &2l (Incident management)
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3.7 BLE{= (Monitoring)
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Chapter 3: The third party anti-bribery framework

3.7.1 HEEH|(Internal controls)

HoFO] HANEH LS X Z= 20| SHIFO0| M3Atte] H= 2H ol ME & 0{0F St £3] 2l237H 11 =2 2|0l £S5 0{0F B
71gel HEEA T2 0] Qs 521 5HH, M X AT 22| § R M X 3H SN0l S&HE HYUC J{L, £ R&C| M3
AEE Y2300 THSsH | Ashi= Of SMASO| HUEO0oF & += UEUC

HI3AH Hefle 2HH 71 S0 SMEE 1IECE ZLHZ E0j0F UL TS A|IA-2 250| e = X8 SEe R BLEESH HalLt
s MEIO| XZ0)| Bhots BRE WiHsh= Ol 20| gUCt o E S0 Y TE|| &t HIolE 24 7|1&52 Sall 2aA-HL HEIHI
Agg WHg = U1, FHAM(RFID) FH =75 8l 1SS FHE = AUH HHY A7, 8, =X, Bk S HE+0M HIRE = e
A OlA
YN=)

HE7|(Internal controls) - 2 0|34 &tot

2: SFO TIrE &S0l H

&9l H|IE X|Z ol tHsh £t HEE AldsHUAI. HIXE, ZHA, MiZ
, DI =40] of7|ofl ZSHEIL|C.

RAtel M-S EIAESHIAIR: Haf Stof AR U= M3A EME B &St Hal1F "etsHH
TEEES SHUAIL.

HESHIAIR: H ek, A2, Haloll Tisto] Sl Mgt R AME HESH D AlsHIA|2.

SMAIR: ORI HAES =L, 3K XIE§ Z=H, M3XI0H LoiE S22 X100l tiSto] sHEY HAtE

D MI3RFIF AXISFHLE A

(8= AgE 35k

- =

FotHl RIS A=Al =

Transparency International | Managing third party risk: Only as strong as your weakest link

43



3.7.2 ®I3Xt LrAH(Third party audits)
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30 A 2015 survey by KPMG found that more than half the companies surveyed with right-to-audit clauses did not exercise them.
See: Anti-Bribery and Corruption Global Survey 2015 (KPMG, 2015), p.3.

31 Verification of Anti-Corruption Compliance Programs (Transparency International USA, 2014).
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3.8 HE 2 EMmTt(Review and evaluation)
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4. ZA| (PUBLIC REPORTING)
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Chapter 4: Public reporting

ZAl(Public reporting) - 2t 0|34 Hot
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T2 10| X|£THs40fl 710sH= Hioll LSt A HO| ZSHE|0{of L Lt BRI, #E L

Tt ZEN A, HA ZEN AL
Y 0|5 S5 MM ME, 2

[=1] o5, =

St Z4 S 71240] M3AtIH 275t L3 ZHE £ Q&L

A ASERE HF

%lg ZAlst1, 0|F0] 7|fofl 2sH &
[ZLA TENAR

O3l SAMRHE ZHOIAIF[HAIL: Ofs FAFALSO| 2
SHAL. HRUHIOIMEo =0 MH E MM T2 AR #SO| HIEHO| &= 0] 2

Olsll SARIZ0lIH S8t AtRHO|H, 7| 22| M=F 0| S2i0]|

HSHA| 2 EAFARY] A =X HAIXIE ME

Z O{{Mof Lt

QI59| I|tHE BUE-SHIAIR: 2T Hatsh= 2l T|Het M H 2 1S BUEESI D =3

AHUA- |2 HNTf EH| SHYAIL.

J&3 O|LUMEIE, HIE M35t

| Kﬂ [=) J-'—"l'y

OX|oil CHEk MI3XtQ] QIAl, Z=E HI2F, TI1-of st

HACH: RISKHOIH 2501 BAISHIAIR. 012 o1, 27, BHI] AHoj

0| #{RI0F SHLLE: | EXMeF XSS 2 Arel 21, 31 2 HOIA[0f] FI3KE 2+2]ofl CHEH

Transparency International | Managing third party risk: Only as strong as your weakest link 51



5. 8 &d] X =
(INFORMATION MANAGEMENT AND TECHNOLOGY)

5.1 2A 3} Documentation)
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Chapter 5: Information management and technology

5.2 M2Z2 7l& L 0I0|E| &2| =7 (New technology and data management tools)
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33 Kroll and Compliance Week, 2015, p.21
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34 https://ico.org.uk/for-organisations/guide-to-data-protection/data-protection-principles/ [accessed 20" June 2016]
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HE 2: 20{(GLOSSARY)
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36 Business Principles for Countering Bribery (Transparency International, 2013).

37 https://www.transparency.org/glossary/ [accessed 20" June 2016].
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0|5l ZrAFAHStakeholder): Olall HAMAH= ZZEIO| &5 MIZ, AH|A, 221 ATH0| Wk O|XHU 12 Qlsi &
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el
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R&Thsst Z (Sustainable procurement): 2 2 BES U O AHFXQI QA% OHL2F AFS|H, 8FEX Q42 B NPjet= WE
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HAER (Upstream): AZEIF MH|ATE 7Y Mug= 52,

LAl =5 (Watch list): 71 HRI0 TSt HEE 11 U= 2R HIOIEHH0[AZ, MR 20, MXIH =2 QIE 3 &#elute] &,
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HE 3: X (RESOURCES)

Anti-bribery codes and guidance

Adequate Procedures - Guidance to the UK Bribery Act 2010 (Transparency International UK, 2010)
http.//www.transparency.org.uk/our-work/publications/10-publications/95-adequate-procedures-guidance-to-the-uk-bribery-act-2010

Bribery Act 2010: Guidance about procedures which relevant commercial organisations can put into place to prevent persons associated
with them from bribing (Ministry of Justice, 2010)

https.//www.gov.uk/government/publications/bribery-act-2010-guidance

A Resource Guide to the U.S. Foreign Corrupt Practices Act (Department of Justice, 2012)
http.//www.justice.gov/criminal-fraud/fcpa-guidance

Anti-Corruption Ethics and Compliance Handbook for Business (OECD, 2013)
http.//www.oecd.org/corruption/anti-corruption-ethics-and-compliance-handbook-for-business.htm
http.//www.oecd.org/corruption/Anti-CorruptionEthicsComplianceHandbook.pdf

Business Principles for Countering Bribery, third edition (Transparency International, 2013)
http.//www.transparency.org/whatwedo/tools/business_principles_for_countering_bribery

OECD Good Practice Guidance on Internal Controls, Ethics and Compliance (OECD, 2013)
http.//www.oecd.org/corruption/keyoecdanti-corruptiondocuments.htm

Countering Small Bribes: Principles and good practice guidance for dealing with small bribes including facilitation payments
(Transparency International UK, 2014)

http.//www.transparency.org.uk/rss/15-publications/1096-countering-small-bribes/1096-countering-small-bribes

Assurance and certification

Assurance Framework for Corporate Anti-bribery Programmes (Transparency International, 2012)
http.//www.transparency.org/whatwedo/pub/assurance_framework_for_corporate_anti_bribery_programme

Practice Guide: Auditing Anti-bribery and Anti-corruption Programs (l1A, 2014)

https.//na.theiia.org/standards-quidance/recommended-guidance/practice-guides/Pages/Auditing-Anti-bribery-and-Anti-corruption-
Programs-Practice-Guide.aspx

Sedex Members Ethical Trade Audit (SMETA) (Supplier Ethical Data Exchange, 2014)
http.//www.sedexglobal.com/ethical-audits/smeta/

Verification of Anti-Corruption Compliance Programs (Transparency International USA, 2014)

http.//www.transparency-usa.org/documents/TI-USA_2014_verificationreportfinal.pdf

Collective action

Integrity pacts in public procurement: an implementation guide (Transparency International, 2014)
http.//www.transparency.org/whatwedo/publication/integrity_pacts_in_public_procurement_an_implementation_guide

A Practical Guide for Collective Action against Corruption (UN Global Compact, 2015)
https.//www.unglobalcompact.org/docs/issues_doc/Anti-Corruption/CollectiveActionExperiencesGlobal.pdf
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Due diligence and risk assessment

OECD Risk Awareness Tool for Multinational Enterprises in Weak Governance Zones (OECD, 2006)
http.//www.oecd.org/dat/inv/investmentfordevelopment/weakgovernancezones-riskawarenesstoolformultinationalenterprises-oeca.htm

Diagnosing Bribery Risk (Transparency International UK, 2013)
http://www.transparency.org.uk/our-work/publications/10-publications/678-diagnosing-bribery-risk

Guide for Anti-Corruption Risk Assessment (UN Global Compact, 2013)
http.//www.unglobalcompact.org/resources/411

Good Practice Guidelines on Conducting Third-Party Due Diligence (World Economic Forum, 2013)
http.//www3.weforum.org/docs/WEF._PAC|_Conducting ThirdPartyDueDiligence_Guidelines_2013.pdf

Anti-corruption Third Party Due Diligence for SMEs (International Chamber of Commerce, 2015)
http://www.iccwbo.org/News/Articles/2015/ICC-releases-new-anti-corruption-guide-for-SMEs/

Public reporting

UN Global Compact

Reporting Guidance on the 10th Principle against Corruption (UN Global Compact, 2009)
https.//www.unglobalcompact.org/library/154

Supply chain

Supplier Workbook (Supplier Ethical Data Exchange)
http.://www.sedexglobal.com/resources/supplier-workbook/

ICC Guidelines on Agents, Intermediaries and Other Third Parties (International Chamber of Commerce, 2010)
http.//www.iccwbo.org/Data/Policies/2010/ICC-Guidelines-on-Agents,-Intermediaries-and-Other-Third-Parties/

ICC Anti-corruption clause (International Chamber of Commerce, 2012)
http://www.iccwbo.org/Advocacy-Codes-and-Rules/Document-centre/2012/ICC-Anti-corruption-Clause/

Stand Together Against Corruption: A Practical Guide to Help Prevent Corruption in the Supply Chain (UN Global Compact, 2013)
https.//www.unglobalcompact.org/library/421

Sustainability and supply chains

Guide to Corporate Sustainability (UN Global Compact, 2015)
https.//www.unglobalcompact.org/docs/publications/UN_Global_Compact_Guide_to_Corporate_Sustainability.pdf

Supply Chain Sustainability - A Practical Guide for Continuous Improvement, Second Edition (UN Global Compact, 2015)
https.//www.unglobalcompact.org/library/205

Whistleblowing

ICC Guidelines on Whistleblowing (International Chamber of Commerce, 2008)
http.//www.iccwbo.org/Advocacy-Codes-and-Rules/Document-centre/2008/ICC-Guidelines-on-Whistleblowing/
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